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Aim:
In this module the girls will learn how to use the internet and mobile phones safely.
Objectives:

· Learn what is acceptable and not acceptable behaviour on the internet. 
· Games and activities that reinforce safety on the net.
Preparation:

· Newsprint or access to a white board for brainstorming.

· Marker pens and pencils.

· Enough copies of the internet word search for each girl – there are two; you choose which one you wish to use.

· Equipment for Online Friends Mobile – enough for each girl.
Pre set-up:

· Set up the areas for the brainstorming session, word search and friends mobile activity.
Set Up:

Usual start to your evening with roll call etc.
Devotions:

The story of Christmas – if Jesus was born today.  
Email Jesus @ Bethlehem

Let’s imagine that Jesus was born today.

The Shepherds hear the good news ...... on their mobile phones.

Then, hot off the printing press.....

Later, on television, everyone sees a news flash.

“Reports are coming in that a special baby has been born.... it’s claimed He is the Son of God and will teach the world about love, peace and understanding..... and He shall be called Jesus.

And via a satellite, in the night sky, the three kings hear the news.

The shepherds flock to the scene.

The kings travel by private jet.

They bring gifts of gold, frankinscense and myrrh, and are stopped at Customs.

“Excuse me Sirs, what have you here?  These are our gifts for a newborn child called Jesus”

Then the news spreads on the World Wide Web that a great teacher has been born on Earth.

And emails are sent from nation to nation.

And every country sings out to the sound of the Band of Angels with their new hit....21st Century Boy!.

And Jesus becomes a new star in many people’s lives.

Yet, it’s about two thousand years since Jesus was born.

There have been lots of changes but everything Jesus taught and gave us then, still lives on today.  

Game:
Chinese whispers – the leader starts off the “whisper” by giving a message to a girl, she whispers it to the next girl, and so on.  The last girl to receive the message tells the group what the message was.  You will usually find that it has changed considerably from what the first girl was told.  This is a good game to play when thinking about cyber safety, as it just goes to show, that messages get changed as they pass from person to person.

Teaching Sessions:

The first thing to remember when using the Internet is that it is like talking in public. In other words whatever site you visit, your chat room conversations and your emails can be seen and traced.
That's why it's so important that you understand the Internet is something like a busy city street, where there are interesting buildings, people, entertainment, but also strangers and danger.
Just like wearing a helmet when riding your bike, or sunscreen when you are at the beach or in the sun, we need to make sure that you are safe on the internet.

Here is an exercise you may like to do with the girls as a start-up to cyber safety:

Objective

· To identify dangers on the Internet 

· To build critical-thinking and decision-making skills.
Activity

· Cut out four pictures of adults from a magazine and glue each to a sheet of paper.
· Hold up the sheets one at a time so that the picture is facing away from the students. Explain that each page has a picture of a person. Tell the girls that you want them to draw a picture of what they think the person looks like based on some information you will read to them. For each picture, read one of the descriptions below and allow students time to draw. Ask some students to share their pictures and why they believe the person looks that way.

· I have a dog named Rusty. Sometimes I take him to the park, and we play with my friends and their dogs.

· I like writing stories; I've already written eight stories about a girl named Susan. Sometimes my friend and I draw pictures to go with the stories.

· I really love baseball. My friends and I play on the same team, and at lunch we share our baseball cards. Sometimes we go to games together.

· Sometimes I go camping with my friends. We like to go hiking, and at night we roast hotdogs and make s'mores. 
Turn each sheet of paper around so the girls can see the pictures of the adults. How do they compare to the images the girls drew?
Ask the girls how people communicate via the Internet (email, instant messenger, chat rooms). Remind them that they can never be sure of the true identities of people they encounter online. Some people they meet online may want to harm children.

Netiquette:

Discuss with the girls the ‘netiquette’ of being online

Sometimes it is easy to forget that the other person you are chatting to online or playing a game with is a real person.  It’s easier to say and do things online that you might not do in real life.  This may hurt that person’s feelings or make them feel unsafe or embarrassed.  It’s important to be kind and polite to others online – and to stop and think about how your behaviour will affect them.
Brainstorm:

· What’s considered okay to do and say and what isn’t?  For example, if you type a message to someone in UPPER CASE they may think you are shouting at them.
Note what other examples the girls come up with.

Follow the discussion up with:

· Treat others the way you like to be treated.  
· If someone says something that makes you feel uncomfortable, don’t respond.

· Be careful who you trust online.

· Choose your friends – meeting new friends online can be fun, and you can meet other girls who like the same movies and sports as you.  While there are lots of good points about keeping in touch with online friends, there are also some risks with meeting people online, especially if you don’t know them in real life so be careful.

· Keep your personal details private.  Once they are on the net, they are there for everyone to see.

· Keep any passwords you have secret, don’t even share them with your friends.

· If you experience things on the net that you are not happy about, please tell your parents.

Activities:

Online Friends Mobile:
Discuss with the girls the people they chat with online.  If they are their friends, they can add them to the online friends mobile.  Online friends are those who:

· The girls trust and their parents know.

· Show you respect by not being mean online.

· Do not send pictures that make you uncomfortable.

· Do not ask you to keep secrets that make you uncomfortable.

Equipment needed:

· 1 x paper plate per girl

· Scissors

· Felt tips or crayons

· Glue sticks

· Tape
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3 pieces of yarn or string (same length)

· Print outs (patterns attached at end of session)
· Card to glue print outs to. 
Mobile base:

· Draw a spiral on the paper plate and cut it out.  (You may like to draw the spirals as part of your preparation).

· Loop and tie a piece of string around the centre of the spiral to hang the mobile.
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3-D Heart – three hearts made one 3-D heart figure.

· Write your online friends names or screen name on the hearts.  Colour all the hearts, you could add pictures to the hearts if you wish.

· Cut out the hearts, fold each in half with the picture or writing facing up.

· Place one heart down with the fold pointing up.  Spread glue on the surface.

· Glue a second heart to one side of the first heart, matching the centre lines.  Now glue a third heart to the other side of the heart – but do not glue the heart closed.

· Glue a piece of yarn along the centre line of the hearts and glue the heart closed.

You have completed one 3-D heart, to make more hearts, repeat the steps above.

3-D Stop sign – four stop signs make one 3D stop sign figure. 
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Girls can choose what stop signs they wish to add to their mobile.  

· Colour the stop signs, you could add pictures to the blank ones if you wish. 
· Place one stop sign down with the fold pointing up.  Spread glue on the surface.

· Glue a second stop sign to one side, matching the centre lines.  Now glue a third stop sign to the other side of the stop sign, matching the centre lines – but do not glue the stop sign closed.

· Take one of the pieces of yarn (it will already have a heart on it) and glue it along the centre line of the stop sign.  Spread glue on the back of the stop sign figure and glue a fourth stop sign to close.

· You have completed one 3-D stop sign.  Repeat steps above using the
 second piece of yarn.

To complete your mobile, tape the strings holding your figures to the spiral mobile base.  Now hand your Online Friends Mobile.  

Extra activities if there is time:

There are two internet word searches attached.

Internet Safety with Elmer - once they have crossed out all the letters of the words, the answer to the word search is Elmer says “never give out your name”.

The solutions to the unscrambled words are:  Internet, Games, Search, Download, Websites.

Solutions for the other word search is “Have an awesome time surfing the net and don’t forget Klik and Zip’s safety tips.”
Closing prayer

Home Time
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Aim:
In this module the girls will learn how to use the internet and mobile phones safely.


Objectives:

· Have access to a computer or computers and internet if possible.
· Girls to have the opportunity to play an online game.

· Learn some board games as an alternative to online games. 
· Look at cyber bullying and discuss what the girls can do about it.
Preparation:

· Ask your local school if you can have use of their computers for this session.  If this is not possible, can you use the computer/s at the Church?

· Research a suitable game that the girls can play on the internet.  
· If you have to go off site for this programme, notices will have had to be sent home the previous week.  

· Print off enough Internet Safety Quiz’s one for each girl.
Pre set-up:

· Have the board games set out and ready.  
Set Up:

Usual beginning to your evening programme with roll call etc.
Devotions:

Instant Messaging (courtesy of BB God-on-line)

Take a cell phone and pre-arrange someone to ring you with a text message suitable for the group.

Introduction

Who has access to the internet and email?

Does anyone have their own email address?

Who knows someone with a mobile phone that has text messaging?

Has anyone had an instant messaging conversation with someone overseas?

How does it feel communicating with someone in a different country at the touch of an instant button?

Illustration

It’s not that many years since European settlers first arrived in New Zealand. They had to travel by sea, the journey was dangerous and took a very long time. Not everyone arrived, many people died on the voyage out, from sickness, disease or accidents like shipwrecks. When the settlers first arrived in New Zealand, they often felt homesick. But their old

home was a long way off. To return seemed impossible. Those that made their home here, felt remote and cut off from their family and friends, and all that they’d known on the other side of the world. The ships arriving would bring letters from home. Replies would be written and returned. By corresponding in this way, it was possible to get news from home every

few months… of course it was always old news.

Progression

I wonder what your great-grandparents and great-great grandparents would think today if they could experience the internet, email, chat rooms and text messaging? I expect they’d find it a bit hard to understand. Our early settler ancestors would never have imagined that the journey their letters took half a year to make, was now able to be completed in an instant.

How does it work? How are emails sent and received instantly? How does text messaging work? How can photos be sent by email? How can we download music and graphics from the internet?

The internet is a mystery. We can listen to some of the technical stuff and some of us will understand it better than others.  You can probably think of 100’s of difficult questions like where is cyberspace? Who put it there?

Who decides when cyberspace is full? Will it ever be full? 

Long, long before the instant messaging of email was invented there was a passage written in the book of Psalms, that talks about the mystery and wonder of night and day.

The heavens keep telling the wonders of God; and the skies declare what he has done. Each day informs the following day; each night announces to the next. They don’t speak a word, and there is never the sound of voices. Yet their message reaches all the earth, and it travels around the world.

Application

Sometimes our knowledge of science and explanation of how things happen is enough for us. At other times we need more answers than we’re getting to all our questions. We are surrounded constantly by mysteries that we can’t completely solve. Even if we think we have a scientific explanation for things such as night and day, there is still a feeling of mystery…

Where does day start? Who put night and day there? Who decides when the last night will happen? Will that ever happen? Mystery and wonder. It is good to ask questions and to seek answers, yet, if we finally feel that the mystery is not yet solved, that is good too. It is great to believe in a mysterious God who knows more about us and our world than we will ever know.

Prayer

Lord,

We don’t have all the answers to the mysteries. Help us to keep asking questions and looking for answers, and believing in you

Teaching Sessions:

Cyber bullying:

The same rules apply online as in the real world about how to treat other people.  You might be teased or have rumours spread about you online, receive nasty messages or even threats.  It can happen in school or out of it, from people you know and sometimes people you don’t know.  It can leave you feeling unsafe and alone.
No one has the right to bully another person.  Cyber bullying is illegal and can be investigated by the police.

If you are cyber bullied:

· Ignore it, don’t respond to the bully.  If they don’t get a response they may get bored and go away.

· Block the person.  This will stop you seeing messages from that person.

· Tell someone, your parents or another adult you trust.

· Keep the evidence.  This can be useful in tracking the bully down. Save emails, online conversations as proof and let your trusted adult see them.

Is your friend being cyber bullied:

It is hard to know if your friends are being cyber bullied.  They might keep it to themselves.  You may notice that they may not chat with you online as much, or are unhappy after they have been on the computer and checked their messages. 

Help stop cyber bullying:

· Stand up and speak out – if you see or know about cyber bullying happening to a friend, support them and report the bullying.  You’d want them to do the same for you.

· Don’t forward on messages or pictures that may hurt or be upsetting to someone.  Even though you may not have started it, you will be seen to be part of the cycle.

Playing online games:

Playing games online is great fun but you need to be careful about how much you play and who you play with.   If you are unsure whether a game is suitable, ask your parents or adult to check its classification and reviews for you.

Tips for safe playing:

· If another player is behaving badly or making you uncomfortable, block them from your players list.

· Limit your game play time so you can still do other things like homework, jobs around the house and hanging out with your friends.

· Keep personal details private.

· Remember to make time offline for your friends, your favourite sports and other activities.

Activities:

If you have been able to go to the local school and use their computers, divide the girls into groups and ensure that each group has an adult supervisor.  Give all girls the opportunity to have a go at a suitable online game.

You could still take the board games with you for when the girls have had their turn.

If you are using the computer at Church:

Depending on the number of girls in your Unit, divide the group up for rotational activities as follows:

· Using a computer and the internet give the girls the opportunity to play a suitable online game.
· At the same time, have a selection of board games or similar “girly” activities that girls would do in their leisure time.  This is to encourage the girls to fill their leisure time with activities other than computers, the internet and online games etc.  You could have three or four different stations of games for the girls to try.
Swap the groups around so that all girls do all of the activities.

Close in prayer
Home Time

Aim:
In this module the girls will learn how to use the internet and mobile phones safely.


Objectives:
· The girls will learn how to keep themselves safe while using their mobile phone.
· Look at the language of text messaging.
· Make a cell phone charm (bling).
Preparation:

· Photocopy text message worksheet, one for each girl. 
· Photocopy cyber safe rules, one for each girl.

· Beads, charm and thread for cell phone bling.

Set Up:

Usual set up, roll call etc.
Devotions:

Who wrote the Bible?
Bible verse:  Psalm 119 : 9

Ask three or four children to help you.  Line them up facing the rest of the girls.  We’re going to pass a message from one person to the next.  I’ll whisper the message into the first person’s ear, that person will pass it along to the next person, and so on.  It’s OK to repeat the message if it is needed because we want to make sure the right message gets passed along.  Your message could be something like “Jesus is the light of the world” or “Who wrote the Bible?”
Ask the last girl to say the message loudly.  Hopefully the message remained intact.  What a great job you did in listening and repeating the message – thank you. 
Let me ask you a question.  Who was the message from?  That’s right – the message was from me.  But the girl at the end of the line was the one to declare the message to all of you.

In the same way God used different people to declare his message in his book the Bible.  Some wrote poetry such as King David, others wrote history such as Moses and Matthew, and still others wrote instructions for living such as Paul and Peter.  Even though these people had different styles of writing, they all wrote God’s message to us.  Psalm 119 verse 9 says “How can a young person live a pure life?  By obeying Your word”, this means that the Bible is God’s message to us about how to live.

There was no such thing as computers or cell phones when the Bible was first written.  Some of the early stories for the Bible were written or carved on stone, rock and on walls of caves.  Later clay tablets were used then the Egyptians discovered that they could make a type of paper from papyrus reeds that grew around the river Nile, these were joined together and made into scrolls, so as you can see, we have come a long way since the Bible was written.
I like to think of the Bible as God’s love letter to me.  He loves me and wants me to know everything in the Bible so I can live a life that honours Him.  When I have questions about life, I can read the Bible, and God gives me answers.  When I am troubled with fear or worries, God’s word gives me peace.  Just as God watches over and protects us, he also watches over all the other things we do.  Something to remember is that we should use our cell phones and computers in the way God would want us to.  Cell phones and computers are a great way for keeping in touch with friends and family, but we need to remember that whatever we write in a message, can never be taken back.

Let’s thank God today for his incredible love letter to us.

Dear God, how marvellous it is that you have given us a message through the Bible.  What an incredible gift the Bible is – thank you.  Help us to love your Word and to obey it with all our hearts.  We ask this in Your name, AMEN.

Teaching Sessions:

Mobile phones are great for keeping in touch with friends and family, but there are some things that you should keep in mind.

Did you know that if you download “free” ring tones or other offers that are sent to you by SMS, you may find yourself with a very high phone bill?
Just like you protect your privacy online, it is important that you don’t share private/personal details or photos using your mobile phone.  It is easy to forward SMS messages and photos, but you never know where they might end up.

Discuss with the girls these common problems of cell phone misuse:

· Bullying:  One in five young people has been bullied via a mobile phone or the internet.  This can be an effective way of bullying because it can be completely anonymous and information can be quickly passed between other children.

· Fraud scams – direct targeting of mobile phone users with illicit or fraudulent material commonly via text messages e.g. ring tones.

· Phone theft – this can happen even in the playground.  Thefts occur mainly due to demand for the latest ‘must have technology’.  According to the police, half of all street crime involves theft of mobile phones.

Tips to keep you safe:
· Keep your phone in a safe place and out of sight when you are not using it.
· Only give out your mobile number to people you know and trust.

· Respect your friends’ privacy by not giving away their details without permission.

· Don’t tell anyone your personal details such as your name, address or school.

· Always check with your parents before sending private information to anyone using your mobile phone.

· Think before you send. The person who you send information, pictures or videos to may not be the only one who will see them, so if you don’t want them to go public, don’t send them.

· Don’t accept offers that sound too good to be true.

· If your phone is lost or stolen, ask your parents to notify your network provider and the police immediately.
Tips for dealing with unwanted SMS and voice messages:

· Don’t respond.

· Save the message and the date, time and number of the call.

· Let your parents or a trusted adult know.

Activities:

Girls to complete the text message activity sheet.

Give each girl a copy of the cyber safe rules to take home.  Go over the sheet with them and encourage them to sign that they agree with what is set out.
Cell phone charm “bling”:

Girls like bling - make a cell phone charm.  If the girls don’t have a cell phone, they can put their bling on their back packs.  Instructions and materials required for these follows this session.
Close in prayer

Home time:
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